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Introduction to MOSIP Customization
Welcome to this introductory session on MOSIP Customization, where we'll explore how 
MOSIP's flexible platform can be adapted to meet unique country requirements for 
identity management. This 90-minute overview is designed to help everyone 
understand the various customization possibilities across MOSIP's components.

We'll touch base on key customizable areas including ID Schema, master data 
structures, UI specifications, registration processing, and integration possibilities with 
external systems. Our goal is to provide you with a clear understanding of what can be 
customized in MOSIP, setting the foundation for your country's identity system 
implementation planning.



Setting the Stage: MOSIP's Learning Path

1 MOSIP's Core Strength

As a platform designed for adaptability, 

offering a foundation for national ID 

programs through its modular 

architecture. Its customizable 

components enable countries to 

implement ID systems tailored to their 

specific requirements and need.

What's Ahead

This session will provide an overview of 

MOSIP's customization capabilities, 

exploring where and what can be 

customized across different components. 

We'll walk through the key customizable 

areas and integration points, helping you 

understand the available options.

Today's Approach

Today’s training includes interactive 

demonstrations, live customization 

examples, and a focus on practical 

application within an open 

discussion environment, ensuring 

you gain valuable, actionable 

knowledge.
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MOSIP Customization: The Power of Choice

1 End-to-End Customization

MOSIP offers extensive customization 

possibilities through its modular 

architecture, allowing you to tailor the 

system to your precise requirements, 

from enrollment to authentication 

processes.

Core Customization Areas

Key areas for customization include 

Identity Management (ID Schema 

design, data capture), User Interface 

(pre-registration portal), Process 

Flows (registration processing), and 

Integration Points.

Unique Solution Building

By mixing and matching 

capabilities, you can build a 

unique solution that scales as 

needed and future-proofs your 

architecture, ensuring long-term 

adaptability and efficiency.
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Identity Journey in MOSIP

Foundational ID
Provides a base identity for every 

resident, creating a single source of 

truth with verified demographic and 

biometric data and a unique 

identification number.

Functional IDs
Built on the foundational identity, 

these are purpose-specific credentials 

such as Health IDs, Education IDs, 

Social Benefits, and Financial 

Inclusion IDs.

ID Issuance Flow
The process includes pre-registration, 

registration processing, deduplication, 

UIN generation, credential issuance, 

and ID distribution, ensuring a 

seamless and secure journey.



MOSIP Core Modules: Key Building Blocks

Pre-registration
Online appointment 

booking, data pre-filling, 

and document upload.

Registration Reg Processor ID Issuance
Biometric capture, 

document verification, 

and packet creation.

Quality checks, 

deduplication, UIN 

generation.

Identity Creation, 

Extraction, Storage,   

distribution, and usage
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ID ISSUANCE



PERSONAL IDENTIFIABLE INFORMATION: (PII) 

1 What is Personal Identifiable 
Information

Personal Identifiable Information (PII) 

refers to any data that can be used to 

identify, locate, or contact an 

individual. It's considered sensitive 

data that can be used for identity.

Attributes of PII

The attributes of PII generally include 

any information that directly or 

indirectly identifies a person.

ID Object

ID Object describes attributes 

that a country or entity will 

capture from an Individual.
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Identiy Schema 
&

Customization of 
ID Schema



ID SCHEMA

What is ID Schema

The dataset & the final data to be 

stored in ID Repository for a resident. 

Is a standard Json Schema that allows 

adopters to customize fields as per 

the country’s needs.

Functionality of ID Schema

Defining the ID schema is the first 

step in creating a ID system on the 

MOSIP platform. All applications 

must follow the same schema. 

Transactional data needed for claim 

validation is excluded from the ID 

and will not be stored in the final ID 

repository, ensuring privacy and 

security..

Version and Best Practice

Each ID Schema is versioned 

upon publication, and the 

schema version is validated 

during ID Object validation. To 

ensure privacy and avoid 

profiling, it is recommended to 

minimize the number of fields 

and maintain a single version of 

the schema for better 

compatibility
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Sample ID Schema Field attributes



  Understanding ID Schema
❖ Field: Unit of data collected from residents (eg. full Name, date Of Birth, proof 

Of Identity etc).

❖ Field attribute: Qualification of Field (e.g.: field Category, fieldType, etc).

❖ Definition: Custom data types are defined for collecting different types of data:

  Field Name   Field Attribute   Definition of field



1 BioAttribures

IRIS :   leftEye, rightEye
Fingerprint :  leftIndex, 

leftRing, leftLittle, 

leftMiddle, rightIndex, 

rightRing, rightMiddle, 

rightLittle, rightThumb, 

leftThumb, 

Face

FieldCategory

None

Pvt

Kyc

Evidence 

optional
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ID Schema Field Attributes

format

Lowercased

Uppercased

None

3 FieldType

default

dynamic

4 Validators

Type: Validation engine type. 

Supported type as of now is regex.

validator: The actual regex pattern 

is used here.

arguments: Array to hold 

parameter or dependent field IDs 

required for validation
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  Sample ID Schema

Custom data 
type  definition



  Customization of  ID Schema – adding Marital Status



Sample ID Schema 

Sample ID Schema json

http://sample/SampleIDSchema.json


UI Spec
&

Customization of 
UI Spec



1 What is 
UI SPEC

UI Spec is a  json 

schema It is 

derived from ID 

Schema.

Functionality

Json schema that defines & 

controls the rendering of UI. 

That is,

Appearance: How the field 

looks (color, size, font, etc.).

Behaviour: How the field 

behaves (validation rules, 

interactions, etc.).

Functional: The type of data 

expected (text, number, 

date, etc.)

2 Flexibility & 
Usage

• using JSON to specify the UI 

components, modifications to 

the UI can be made without 

altering the application code.

• This allows non-developers or 

product managers to change 

the UI design (e.g., adding a 

new input field or changing 

the field order) without 

needing code changes or 

developer intervention

Used to render UI in

• Pre-Registration

• Registration-client

3 Benefits

Separation of Concerns: The UI logic is 

separated from the business logic, 

making it easier to update the design 

or functionality independently.

Easier UI Customization: With UI specs 

in JSON format, it's simpler to adjust 

the UI for different use cases (like 

registration vs. pre-registration).
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UI Specification & Properties:



Sample UI Spec 

Pre-registration: New Application.json

Registration-client: New Registration json

Registration-client: Update Registration json

Registration-client: Lost UIN json

Registration-client: Biometric Correction.json

http://sample/Pre-reg.json
http://sample/New%20registration.json
http://sample/Update%20flow.json
http://sample/Lost%20flow.json
http://sample/Biometric%20correction.json


Pre-Registration: Demographic details – UI Spec & UI



UI - Spec 
Customization



UI-Spec Customization: Address being optional



UI-Spec Customization: Address is mandatory



UI-Spec Customization: Label for phone



UI-Spec Customization: Label Mobile Number



UI-Spec Customization: Removing IRIS capture

Before

After

Before

UI-Spec

ID Schema

After

ID Schema

UI-Spec



Master Data
&

Templates



Master Data
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• Masterdata is the necessary base data needed to run MOSIP services.

• Data that needs to be customized  for a country specific deployment.

• Initial one-time bulk upload of data.

• Susbequent update of this data can be done as and when necessary

Types of  Master Data:



Lookup Data:

Gender: Lookup data 



Hierarchial Data:

Based on state, list of city gets displayed



Sample Master Data

1. See sample Master Data
Click here



Master Data Examples
� Postal Address Structure (Location Hierarchy)

Defines the format for valid addresses.

� Document Categories & Types

Classifies and defines acceptable identity documents.

� Machine Details (Enrolment Centres)

Information about enrolment stations and devices.

� Operator/Supervisor Details

User information for operators and supervisors.

� List of Holidays

Defines system-wide holidays.



� Registration Centre Details & Working Hours

Information about registration centres and their operating hours.

�  Blocked Words List

Words not allowed in the system for security reasons.

� SMS/Email Templates

Predefined messages for notifications.

� ID Card Templates

Formats for different types of ID cards.

Master Data Examples



Templates



TEMPLATES

1 What are Templates

Templates are predefined structures 

that define the attributes, fields, and 

format of master data within MOSIP.

Storage

• They are stored in the master 

database.

Functionality

• To define notification texts 

(email/SMS) that will then be 

used to communicate with the 

resident.

• Define ID card design 

• Define the structure and 

content of pre-registration and 

registration proofs etc.
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Sample Template View:
Email notification for Pre-Registered applicatioin:

Reg-Client Application Preview 

ID Card



Template Customisation

Dear $name, OTP for username $username is $otp and 
is valid for $validTime minutes (Generated on $date at 
$time hrs).



Dear $name, OTP for username $username is $otp and 
is valid for $validTime minutes (Generated on $date at 
$time hrs). Please use this OTP to login to the 
Pre-Registration portal.

Template Customisation



UIN Card Template Customisation – removing address from ID Card



REGISTRATION
PROCESSOR



Registration Processor: Engine of MOSIP

1 Scalable Event-Driven 
Architecture

SEDA principles for high throughput

Distributed processing capabilities

Independent scaling of stages

Real-time monitoring and tracking

Configurable Processing 
Pipeline

Customizable validation stages

Flexible routing with Apache Camel

Plugin-based integration framework

Policy-driven processing decisions

Comprehensive Integration 
Framework

Seamless ABIS system integration

External biometric SDK support

Manual verification systems

Credential Partner Integrations
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Registration Journey: From Packet to Identity

1 2

4 3

5 6

Pre-processing

Packet validation
Packet classification

CMD validation

First Stage 
Processing

Deduplication
Identity 

Verification 

OSI validation
Quality Classification

Biometric authentication

Manual adjudication and
Verification system 

integration

Partner system integration
Template extraction 

Print data preparation 

Demographic deduplication
 ABIS integration for 

Biometric Deduplication

Identity 
Generation 

UIN generation 
VID allocation 

ID repository storage 

Post-processing



ID ISSUANCE AND 
PRINTING 



Partners: The Collaborative Pillars of MOSIP

1 Partners as Integration 
Foundations

MOSIP partners are entities that 

provide essential components and 

services to build a complete ID system. 

From biometric device providers to 

authentication services, all external 

integrations happen through partners 

who are classified into specific types 

Multi-Provider Support

The platform supports concurrent 

operation of multiple service providers 

for each function - for example, 

different ABIS systems for face and 

fingerprint matching, or multiple 

credential issuers for both digital and 

physical ID formats. 

Seamless Partner 
Management

Partners can be added, removed, or 

replaced without disrupting the core 

system. If we need to switch 

biometric providers or add new auth 

methods, these changes can be 

implemented without affecting 

other system components.
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Policy Framework: The Guardian of Identity

1 Partner Policy Foundation

Partner policies establish a structured 

framework that governs how different 

partners interact with MOSIP. They 

define data access rules. Like a print 

partner, or Auth partner will have 

different set of way to receive data,

Granular Data Access 
Control

Policies enable precise control over 

what data each partner can access. 

This granular control ensures data 

sharing follows the principle of 

minimum necessary access and 

complies with privacy regulations.

Seamless Partner 
Management

Every partner must go through a 

policy-driven trust establishment 

process that includes certificate 

exchanges, policy mapping, and 

role-specific validations, This can be 

done through our PMS Portal.
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Credential Distribution: The WebSub Symphony

Request Initiation
Created by ID Repo

Based on Registered 

Partners

Credential Generation WebSub Distribution Secure Download
Credential service 

creates the request in 

required format

Notifies Relevant Parties

Partners receive 

credential events

Partners access 

authorized through 

secure URLs
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Any Questions?



Homepage: www.mosip.io

Source Code: github.com/mosip

Documentation: docs.mosip.io

Community: community.mosip.io

Thank You!

http://www.mosip.io/
http://www.docs.mosip.io/
https://community.mosip.io/

